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NEW “RED FLAG” REQUIREMENTS FOR MUNICIPAL UTILITIES

COMPLIANCE REQUIRED BY NOVEMBER 1, 2008

Identity Theft “Red Flag” Rules
Adopted by Federal Trade Commission

The Federal Trade Commission issued regulationsikras “Red Flag” Rules” on
November 9, 2007 requiring financial institutiomglacreditors that hold consumer
accounts to develop and implement a written Idefiiteft Prevention Program. The
program must provide for the identification, detectand response to patterns, practices
or specific activities — known as “red flags” —tleauld indicate identity theft.

The regulations additionally require financial ingions and creditors to develop
reasonable policies to verify the identity of a s@mer when a notice of address
discrepancy is received from a consumer reportgenay.

The “Red Flag” Rules and Address Discrepancy Ringgement Sections 114 and 315
of the Fair and Accurate Credit Transactions A&QHFA) of 2003. Compliance with the
rules is required by November 1, 2008.

Compliance with the Red Flag Rules and Address Discrepanc

The “Red Flag” Rules and Address Discrepancy Rajgdy to “financial institutions”
and “creditors” with “covered accounts.”

A creditor is defined as any entity that regularly extendegws, or continues credit.
Creditors include finance companies, automobildedlsamortgage brokerstility
companies and telecommunications companies. Where non@néitgovernment
entities defer payment for goods or services, Hreyconsidered creditors.

A covered accounimeans:

1. An account that a financial institution or creditdfers or maintains, primarily for
personal, family, or household purposes that ine®ler is designed to permit
multiple payments or transactions. Covered accauaotsde credit card accounts,
mortgage loans, automobile loans, margin accoustsphone accountsiility
accounts, checking accounts and savings accounts; and

2. Any other account that the financial institutionooeditor offers or maintains for
which there is a reasonably foreseeable risk ttoousrs or to the safety and
soundness of the financial institution or credftom identity theft, including
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financial, operational, compliance, reputationitigation risks.

Identify theft means fraud committed or attempted using the iigamg information of
another person without authority.

Notice of address discrepancyneans a notice sent to a user by a consumer irgport
agency that informs the user of a substantial diffee between the address for the
consumer that the user provided to request theucoaisreport and the address in the
agency'’s file for the consumer.

A red flag is a pattern, practice or specific activity thadicates the possible existence of
identity theft.

Duties regarding the detection, prevention and migation of identity

theft inder the “red flaa” riiles

“Financial institutions” and “creditors” with “coved accounts” must implement a
written Identity Theft Prevention Program to detgeevent and mitigate identify theft in
connection with the opening of new accounts andrtamtenance of existing accounts.

The program must include reasonable policies aodauiures to:

1. Identify relevant red flags for covered accowsigmaling possible identity theft
and incorporate those red flags ineoghogram;

2. Detect red flags that have been incorporitedthe program;

3. Respond appropriately to any red flags thawdatected to prevent and mitigate
identity theft; and

4. Ensure the program is updated periodicalkgtect changes in risks.

Administration and Oversight of an Identity Theft Prevention

Each financial institution or creditor that is rega to implement an identity theft
prevention program must provide for the continuéchiaistration and oversight of the
program, including the following:

1. Obtain approval of the initial written progrdaoy its governing body or an
appropriate committee of its governing body;

2. Involve the governing body, a committee of gogerning body, or a designated
employee at the level of senior managemetitardevelopment, implementation,
administration and oversight of the program;

3. Train staff as necessary to effectively implabhtbe program; and

4. Exercise appropriate and effective oversigtgestiice provider arrangements.
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Elements of an Identity Theft Prevention Program

* Procedure for identification of relevant red flags;
* Procedure to detect red flags;
= Appropriate responses to red flags;
* Periodiaupdating of the program to reflect changes in risks
customers; and
= Annual report to the governing body or senior aggment regarding
the effectiveness of the program and complianck wgulatory requirements

Duties of Users Regarding Address Discrepancies UadAddress

Discrepancy Rules

The Address Discrepancy Rules require all usec®n$umer reports to develop policies
and procedures designed to enable the user todaaasonable belief that a credit report
relates to the consumer for whom it was requesitétte user receives a notice of address
discrepancy from a nationwide consumer reportirenayg indicating the address given
by the consumer differs from the address contaiméide consumer report.

If an accurate address is confirmed, the user hmg a policy requiring the address of
the consumer to be furnished to the nationwide woes reporting agency from which it
received the notice of address discrepancy if:

* The user establishes a continuing relationship thie consumer; and

* The user, regularly and in the ordinary coursbusiness, furnishes
information to the consumer repatagency.

Compliance and Penalties

Compliance with the “Red Flag” Rules and Addresscigpancy Rules is required by
November 1, 2008. The rules were effective Jania®008.

The Federal Trade Commission is authorized to camemaction in a federal district
court in the event of a knowing violation of tharfend Accurate Credit Transaction Act.
Civil penalties may be imposed up to $2,500 pelation.

Users of consumer reports who fail to comply with address discrepancy regulations
are subject to civil liability under Sections 61&le617 of the Fair Credit Reporting Act
up to $1,000 per violation.
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